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e Y10 penaet apaneep PgJDBC



e Y10 penaet apaneep PgJDBC
e Kak OH 3TO oenaet



e Y10 penaet apaneep PgJDBC
e KaKk OH 3TO genaert
e Y10 OH MOr O6bl genaTb



[loaknovyaemMmcs



org.postgresql.util.PSQLException:
Connection attempt timed ovut.



org.postgresql.util.PSQLException:
Connection attempt timed ovut.

e He cMornm noaksitovnTbCS K cepBepy?



org.postgresql.util.PSQLException:
Connection attempt timed ovut.

e He cMornm noaksitovnTbCS K cepBepy?
e [lopgktovnInChb, HO cepBep He oTBETUN?



org.postgresql.util.PSQLException:
Connection attempt timed ovut.

e He cMornm noaksitovnTbCS K cepBepy?

e [lopgktovnInChb, HO cepBep He oTBETUN?

e [TonpoboBanun HECKOMNbKO PENsINK, HO BCE PaBHO HET
oTBeTa?



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres”
)



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres”
)

DriverManager.getConnection(
"jdbc:postgresql: //db1:5432,db2:5432/postgres”
)



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres”
)

// loginTimeout — ob6wuli nUMUT, CO BCEMU penauxkamu
// default: 0 (unlim, sec)
DriverManager.getConnection(

"jdbc:postgresql: //db1:5432,db2:5432/postgres"”

)



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres"
)

// loginTimeout — obwul numMuT, CO BCEMU penauxkamu
// default: 0 (unlim, sec)
DriverManager.getConnection(

// connectTimeout — numut Ha socket.connect()

// default: 10 (sec)

"jdbc:postgresql: //db1:5432,db2:5432/postgres"
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)

// loginTimeout — ob6bwul nUMUT, CO BCeEMU pernjuKaMmu

// default: 0 (unlim, sec)
DriverManager.getConnection(
// connectTimeout — numuT Ha socket.connect()

// default: 10 (sec)

"jdbc:postgresql: //db1:5432,db2:5432/postgres"
// socketTimeout — numMuT Ha socket.read/write
// default: 0 (unlim, sec)



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres"
)

// loginTimeout — ob6wul nuUMUT, €O BCeMU pPernjiuKamu
// default: 0 (unlim, sec)
DriverManager.getConnection(
// connectTimeout — numut Ha socket.connect()
// default: 10 (sec)
"jdbc:postgresql://db1:5432,db2:5432/postgres"

// socketTimeout — numuT Ha socket.read/write
// default: 0 (unlim, sec)



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres”
)

// loginTimeout — obwul numMuT, CO BCEMU peniuxkamu
// default: 0 (unlim, sec)
// HikariCP connectionTimeout, default: 30s
DriverManager.getConnection(
// connectTimeout — numut Ha socket.connect()
// default: 10 (sec)

"jdbc:postgresql: //db1:5432,db2:5432/postgres"
// socketTimeout — numut Ha socket.read/write
// default: 0 (unlim, sec)



DriverManager.getConnection(
"jdbc:postgresql: //db:5432/postgres”
)

// loginTimeout — obwul nUMUT, CO BCEMU periuKaMu
// default: 0 (unlim, sec)
// HikariCP connectionTimeout, default: 30s
// loginTimeout donXHO XBATATb HO BCE Pernjuxku
DriverManager.getConnection(

// connectTimeout — numut Ha socket.connect()

// default: 10 (sec)

"jdbc:postgresql: //db1:5432,db2:5432/postgres"”
// socketTimeout — numut Ha socket.read/write
// default: 0 (unlim, sec)



Kyaoa nogkniouvmMmcesa us dbl:5432,db2:54352?



Kyaoa nogkniouvmMmcesa us dbl:5432,db2:54352?

e primary?



Kyaoa nogkniouvmMmcesa us dbl:5432,db2:54352?

e primary?
e secondary?



Kyaoa nogkniouvmMmcesa us dbl:5432,db2:54352?

e primary?
e secondary?
e ANy~



targetServerType BbiOupaeT Kyaa
noaknounmca ns dbl:5432,db2:5432



targetServerType BbiOupaeT Kyaa
noaknounmca ns dbl:5432,db2:5432

e primary, preferPrimary



targetServerType BbiOupaeT Kyaa
noaknounmca ns dbl:5432,db2:5432

e primary, preferPrimary
e secondary, preferSecondary



targetServerType BbiOupaeT Kyaa
noaknounmca ns dbl:5432,db2:5432

e primary, preferPrimary
e secondary, preferSecondary
e any &= default ¥



Kak HauTtuv primary cepsep?



Kak HauTu primary cepBep?



Kak HauTu primary cepBep?

o [lepebupaem B ykaszaHHOM nopsaake?



Kak HauTu primary cepBep?

o [lepebupaem B ykaszaHHOM nopsaake?
e 3anoMKMHaeM KTo Obin primary npowbii pas?



PgJDBC 3anommnHaeT cocTogHMe primary, secondary Ha

10 cekyHp (hostRecheckSeconds) n npobyeT XoCTbl B
yKa3aHHOM ropsagke

10



PgJDBC 3anommnHaeT cocTogHMe primary, secondary Ha
10 cekyHp, (hostRecheckSeconds) n npobyeT xocTbl B
yKa3saHHOM nopsake

® HaBepHoe, Bbl 3aXOTUTE YKA3adTb
loadBalanceHosts=true

10



PgJDBC 3anommnHaeT cocTogHMe primary, secondary Ha

10 cekyHp (hostRecheckSeconds) n npobyeT XoCTbl B
yKa3aHHOM ropsagke

® HaBepHoe, Bbl 3aXOTUTE YKA3adTb
loadBalanceHosts=true

e Bo3MOXHO, nogknto4aTbCd CTOUT B Mapannenb:
https://github.com/pgjdbc/pgjdbc/issues/3197
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https://github.com/pgjdbc/pgjdbc/issues/3197

TakK uTO )Ke 3HaAUUT
Connection attempt timed out?
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TakK uTO )Ke 3HaAUUT
Connection attempt timed out?

Owmnbky Hy>XHO caenaTb bosiee NOHATHOW:
https://github.com/pgjdbc/pgjdbc/issues/3189
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https://github.com/pgjdbc/pgjdbc/issues/3189

BbinosiHAeM 3anpochl

12



var ps = con.prepareStatement(
"select * from users where name = ?"

);



var ps = con.prepareStatement(
"select * from users where name

);

ps.setString(1l, "kek");

?II

13



var ps = con.prepareStatement(
"select * from users where name

);
ps.setString (1, "xex");

ResultSet rs = ps.executeQuery();

?II
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OcHoBHble APl gng BbiINnoJIHEHNS 3anpocCcoB
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OcHoBHble APl gng BbiINnoJIHEHNS 3anpocCcoB

e simple query protocol

14



OcHoBHble APl gng BbiINnoJIHEHNS 3anpocCcoB

e simple query protocol
o extended query protocol

14



Simple Query

OTtnpasngeM SQL Ha cepBep, N XXOEM pe3ynbTaT

15



Simple Query

16



Simple Query

o Kaxkabih pas otnpasngemM SQL Ha cepsep

16



Simple Query

o Kaxkabih pas otnpasngem SQL Ha cepsep
e basa ero kakabi pa3 aHannM3npyeT

16



Extended Query

17



Extended Query

e parse — otnpasngemM SQL Ha cepBep

17



Extended Query

e parse — otnpasngemM SQL Ha cepBep
e bind — yKa3biBaeM napaMeTpbl U popmMaT OTBETA
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Extended Query

e parse — otnpasngemM SQL Ha cepBep
e bind — yKa3biBaeM napaMeTpbl U popmMaT OTBETA
e describe — BbIiICHAEM "Habop pe3ynbTupyowmx nonen”

17



Extended Query

parse — otnpasngemMm SQL Ha cepBep

bind — yKa3biBaeM napaMeTpbl U dopmMaT OTBETA
describe — BbiIgCHAEM "HabOpP pe3ynbTUpyoLWmMx nonen”
execute — BblNnosIHAEeM 3anpoc

17



Kak nocmMoTpeTb 4YTO gpavBep
oTnpasBsseT B 6asy?
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Kak nocmMoTpeTb 4YTO gpavBep
oTnpasBsseT B 6asy?

e Wireshark

18



Kak nocmMoTpeTb 4YTO gpavBep
oTnpasBsseT B 6asy?

e Wireshark

e Jlorun pgjdbc:
https://jdbc.postgresgl.org/documentation/logging/

18


https://jdbc.postgresql.org/documentation/logging/

# Specify the handler, the handlers will be installed during VM startup

handlers

java.util.logging.FileHandler

# Default global logging level
.level =

# Default

java.
java.
VEVER

VEVER
java.

VEVER

utitl.
util.
util.

util.
util.

util.

OFF

file output is in user's home directory

logging.
logging.
logging.
logging.
logging.

logging.

FileHandler.pattern = %h/pgjdbc%u.log
FileHandler.limit = 5000000
FileHandler.count = 20

FileHandler.formatter = java.util.logging.SimpleFormatter
FileHandler.level = FINEST

SimpleFormatter.format = %1$tY-%1$tm-%1$td %1$tH:%1$tM:%1$tS %4$s %2$s %5$s%6$s%n

# Facility specific properties.
org.postgresql.level = FINEST

19



Extended Query

20



Extended Query

o ObicTpee — He WwnéeM SQL kaxabin pas

20



Extended Query

e ObicTpee — He WwnéeM SQL kaxabin pas
e ObiCTpee — nogaep>XXunBaet bMHapHbie dopMaThl

20



Extended Query

o ObicTpee — He WwnéeM SQL kaxabin pas
e ObiCTpee — nogaep>XXunBaet bMHapHbie dopMaThl
e HapexHee — MeHblle puck SQL injection

20



[Mo ymon4anutio, PgJDBC ncnonb3yet extended npoTtokon,
HO MOXHO HacTpouTtb yepes preferQueryMode:

27



[Mo ymon4anutio, PgJDBC ncnonb3yet extended npoTtokon,
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e extended — Tonbko extended (default)
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[Mo ymon4anutio, PgJDBC ncnonb3yet extended npoTtokon,
HO MOXHO HacTpouTtb yepes preferQueryMode:

e extended — Tonbko extended (default)
e s1mple — Tonbko simple, paxxe gns
PreparedStatement

27



[Mo ymon4anutio, PgJDBC ncnonb3yet extended npoTtokon,
HO MOXHO HacTpouTtb yepes preferQueryMode:

e extended — Tonbko extended (default)

e s1mple — Tonbko simple, paxxe gns
PreparedStatement

e extendedForPrepared — extended Tonbko gns
PreparedStatement

27



CVE 10: CVE-2024-1597

22



I1na socnpoussepeHus CVE-2024-
1597 HY)XHO

23



I1na socnpoussepeHus CVE-2024-
1597 HY)XHO

e preferQueryMode=simple

23



I1na socnpoussepeHus CVE-2024-
1597 HY)XHO

e preferQueryMode=simple
e BecbMa HeEObObIYHbIN 3aMPOC

23



select *
from users
where 1d =

? and status

?

24



*

users
id = ? and

// preferQueryMode=simple
select =

from users
where 1d = 42 and status

'active'

24



HopMasibHbIN )Xe 3anpoc?

select =*
from users
where 1d = ? and status = ?

// preferQueryMode=simple
select *
from users
where 1id = 42 and status = 'active'

24



HopMasibHbIN )Xe 3anpoc?

id = and = 'active'

// CVE: ecnu nepedaTb oTpuuaTesibHOE 4YUCIO,

// TO MOJIY4uTCa KOMMEHTapuu
select *

from users
where 1id = -? and status = ?

24



CVE ucnpasunun Bo Bcex Bepcuax

e 42.7.2
e 42.6.1
e 42.5.5
e 42.4.4
e 42.3.9
e 42.2.28

yAS)



Cxema Hymepauuum sepcun PgJDBC

26



Cxema Hymepauuum sepcun PgJDBC

e [IpyopuTeT — 0BpPaTHaAsd COBMECTUMOCTb

26



Cxema Hymepauuum sepcun PgJDBC

e [lpyoputeT — obpaTHasg COBMECTUMOCTb
o [lobaBun dmnyy — 6yaeTt minor version
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Cxema Hymepauuum sepcun PgJDBC

e [lpyoputeT — obpaTHasg COBMECTUMOCTb

o [lobaBun dmnyy — 6yaeTt minor version

e [TonpaBunnun owMbKY, HO BO3MOXHbl HECOBMECTUMOCTU? —
minor version

26



Cxema Hymepauuum sepcun PgJDBC

e [lpnopunter — obpaTHasg COBMECTUMOCTb

o [lobaBun dmnyy — 6yaeTt minor version

e [TonpaBunnn owMbKY, HO BO3MOXHblI HECOBMECTUMOCTU? —
minor version

e Security — Bo Bcex Bepcuax (Java 7+)

26



Server-side statement npuynHAeT MHOIo PagoCTU:

27



Server-side statement npuynHAeT MHOIo PagoCTU:

e« prepared statement "S_1" does not exist

27



Server-side statement npuynHAeT MHOIo PagoCTU:

e prepared statement "S_1" does not exist
e cached plan must not change result type

27



Server-side statement npuynHAeT MHOIo PagoCTU:

e prepared statement "S_1" does not exist
e cached plan must not change result type
e QutOfMemoryError

27



Extended Query vs OutOfMemory

28



Extended Query vs OutOfMemory

e 3anpochl 1 NiaHbl XpaHATCA Ha cepBepe

28



Extended Query vs OutOfMemory

e 3arnpochbl U MNJiaHbl XpaHATCS Ha cepBepe
e VY KaXXO0ro coeguHeHud namsaTb CBOS

28



Extended Query vs OutOfMemory

e 3arnpochbl U MNJ1aHbl XpaHATCS Ha cepBepe

e VY KaXXO0ro coeguHeHud namsTb CBOS

e MHOro csio)KHbIX 3anpocoB * MHOro coeguHeHNM = MHOTI o
NaMsaTn

28



PgJDBC co3paerT server-prepared TONbKO Ans
YacTbIX 3arnpocoB

29



PgJDBC co3paerT server-prepared TONbKO Ans
YacTbIX 3arnpocoB

e 3anpocC HYXXHO 3anycTuTb 5+ pas (preparelThreshold)

29



PgJDBC co3paerT server-prepared TONbKO Ans
YacTbIX 3arnpocoB

e 3anpocC HYXXHO 3anycTuTb 5+ pas (preparelThreshold)
e PasmMepa Kala Ha KJIMeHTe OOJIXXKHO XBaTUTb
o preparedStatementCacheQueries (256) —
KOJIM4YeCTBO 3arpoCcoB
o preparedStatementCacheS1izeMiB (5) —
cyMMapHasa gamHa SQL

29



prepareThreshold

30



prepareThreshold

e b — Ha 6-01 pa3 co3naanmMm server-side statement

30



prepareThreshold

e b — Ha 6-01 pa3 co3agaanm server-side statement
e 4, — Ha 5-omn pas co3pgagum server-side statement

30



prepareThreshold

e b — Ha 6-01 pa3 co3agaanmMm server-side statement
e 4, — Ha 5-omn pas co3pgagum server-side statement
e () — BoOOOLLE He byaeM co3naBaTb server-side statement

30



prepareThreshold

e b — Ha 6-01 pa3 co3agaanm server-side statement
e 4, — Ha 5-omn pas co3gagum server-side statement
e ) — BOOOLLE He byaeM co3naBaTb server-side statement

e -1 — Ha NnepBOM Xe BbINOSIHEHNN CO3aaaMNM server-side
statement

30



[MTamaTb Ha cTopoHe PostgreSQL
MO)XHO OTCJ1e)XXuBaTb Nno
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[MTamaTb Ha cTopoHe PostgreSQL
MO)XHO OTCJ1e)XXuBaTb Nno

e PG 17+ EXPLAIN (memory)

31



[MTamaTb Ha cTopoHe PostgreSQL
MO)XHO OTCJ1e)XXuBaTb Nno

e PG 17+ EXPLAIN (memory)
e gdb + MemoryContextStats():

https://wiki.postgresgl.org/wiki/Developer FAQ#Examining_backend memory_use

31


https://wiki.postgresql.org/wiki/Developer_FAQ#Examining_backend_memory_use

[MTamaTb Ha cTopoHe PostgreSQL
MO)XHO OTCJ1e)XXuBaTb Nno

e PG 17+ EXPLAIN (memory)
e gdb + MemoryContextStats():

https://wiki.postgresgl.org/wiki/Developer FAQ#Examining_backend memory_use
e pS aux | grep postgres

31


https://wiki.postgresql.org/wiki/Developer_FAQ#Examining_backend_memory_use

[MTamaTb Ha cTopoHe PostgreSQL
MO)XHO OTCJ1e)XXuBaTb Nno

e PG 17+ EXPLAIN (memory)
e gdb + MemoryContextStats():

https://wiki.postgresgl.org/wiki/Developer FAQ#Examining_backend memory_use
e pS aux | grep postgres
e [lapeHunto basbl

31


https://wiki.postgresql.org/wiki/Developer_FAQ#Examining_backend_memory_use

cached plan must not change result type

32



cached plan must not change result type

e [logrotoBunu server-side statement: select 1d, name

32



cached plan must not change result type

e [logrotoBunu server-side statement: select 1d, name

e KTo-Tocoenan alter table modify column

32



cached plan must not change result type

e [lopgrotoBunu server-side statement: select 1d, name

e KTo-Tocoenan alter table modify column
e BbinonHgeM 3anpoc eLé pas 1 nonyvyaem owmnoky

32



PeweHune cached plan must not

33



PeweHune cached plan must not

e He penatb alter table

33



PeweHune cached plan must not

e He penatb alter table

e BoinonHntb deallocate all (pjgdbc cbpocuT ceoi
KAL)

33



[1pn ncnonb3oBaHuu server-prepared statement, y 6a3bl ecTb
BbIOOP:

34



[1pn ncnonb3oBaHuu server-prepared statement, y 6a3bl ecTb
BbIOOP:

e CMOTPETb Ha 3HAaYEeHNa NapaMeTPOB U CTPOUTD JTYYLLNI
nnaaH

34



[1pn ncnonb3oBaHuu server-prepared statement, y 6a3bl ecTb
BbIOOP:

e CMOTpPETb Ha 3HAa4YEeHUd NapaMeTPOB U CTPOUTD JTYYLLINI
niaH

e He cMOTpeTb Ha 3HaYEeHUS NapaMeTPOB U CTPOUTb KaKOMN-
TO NnaH

34



[1pn ncnonb3oBaHuu server-prepared statement, y 6a3bl ecTb
BbIOOP:

e CMOTpPETb HA 3HAaYEeHNd NapaMeTPOB U CTPOUTD JTYYLLINI
niaH

e He cMOTpeTb Ha 3HaYEeHUS NapaMeTPOB U CTPOUTb KaKOMN-
TO nJiaH

e PostgreSQL nepsble 5 pa3 Bcerga cMoTpUT

34



[1pn ncnonb3oBaHuu server-prepared statement, y 6a3bl ecTb
BbIOOP:

e CMOTpPETb Ha 3HAYEHMS NapaMeTPOB U CTPOUTD JTYULLNIA
nnaH

e He cMOTpeTb Ha 3Ha4YeHUs NapamMeTPOB N CTPOUTb KaKOoM-
TO NnaH

e PostgreSQL nepsble 5 pa3 Bcerga cMOTPUT

e Ha 6+ BbINnoNHeHUN Bcerpa oynet nmbo custom nmnobo
generic nniaH

34



create table plan_flippenr(
id int,
skewed int,
non_skewed int,
padding varchar

35



create table plan_flipper(
id int,
skewed int,
non_skewed int,
padding varchar

);

insert into plan_flipper(id, skewed, non_skewed, padding)

select g.1i as id
, 0 as skewed

, mod(g.i, 100000) as non_skewed
, Llpad(' ', 100, " ")
from generate_series(1,1000000) as g(i);

35



7

insert into plan_flipper(id, skewed, non_skewed, padding)

select g.1 as 1id
0 as skewed

I

, mod(g.i, 100000) as non_skewed
, lpad(' ', 100, " ")
from generate_series(1,1000000) as g(i);

insert into plan_flipper(id, skewed, non_skewed, padding)

select g.1i as id
, g.1 as skewed
, mod(g.i, 100000) as non_skewed
, Llpad(' ', 100, " ")
from generate_series(1000001,2000000) as g(i);

35



“ N VUV o A w=ll Wy

non_skewed int,
padding varchar

);

insert into plan_flipper(id, skewed, non_skewed, padding)

select g.1 as 1id
0 as skewed

I

, mod(g.i, 100000) as non_skewed
, Llpad(' ', 100, " ")
from generate_series(1,1000000) as g(i);

insert into plan_flipper(id, skewed, non_skewed, padding)

select g.i as id
, g.1 as skewed
, mod(g.i, 100000) as non_skewed
, Llpad(' ', 100, " ")
from generate_series(1000001,2000000) as g(i);

35



select =
from plan_flipper
where skewed = 0
and non_skewed =

42

36



explaln
select =
from plan_flipper
where skewed = 0
and non_skewed =

42

36



bI\P WUl |

select *

from plan_flipper
where skewed = 0

and non_skewed = 42

...... Seq Scan on plan_flipper

36



create index skewed__flipper ON plan_flipper(skewed);

37



create index skewed__flipper ON plan_flipper(skewed);
create index non_skewed__flipper ON plan_flipper(non_skewed);

37



create index skewed__flipper ON plan_flipper(skewed);

create index non_skewed__flipper ON plan_flipper(non_skewed);
commit;

vacuum analyze plan_flipper;

37



explain (analyze, costs off)
select *
from plan_flipper
where skewed = 0
and non_skewed = 42

37



( , costs )
*x
plan_flipper
skewed =
and non_skewed =

Bitmap Heap Scan on plan_flipper
(actual time=0.020..0.047 rows=10 loops=1)
Recheck Cond: (non_skewed = 42)
Filter: (skewed = 0)

Rows Removed by Filter: 10
Heap Blocks: exact=20
-> Bitmap Index Scan on non_skewed__flipper
(actual time=0.013..0.013 rows=20 loops=1)
Index Cond: (non_skewed = 42)
Execution Time: 0.061 ms

37



explain (analyze, costs off)
select *
from plan_flipper
where skewed = 0
and non_skewed = 42

Bitmap Heap Scan on plan_flipper
(actual time=0.020..0.047 rows=10 loops=1)
Heap Blocks: exact=20
-> Bitmap Index Scan on non_skewed__flipper

(actual time=0.013..0.013 rows=20 loops=1)
Index Cond: (non_skewed = 42)
Execution Time: 0.061 ms

37



prepare stmt(int, int)
select *
from plan_flipper
where skewed = $1
and non_skewed =

$2

38



prepare stmt(int, int) as
select =
from plan_flipper
where skewed = $1
and non_skewed = $2

explain (analyze, buffers, costs off)
execute flipper(0, 42);

38



prepare stmt(int, int) as
select =
from plan_flipper
where skewed = $1
and non_skewed = $2

explain (analyze, buffers, costs off)
execute flipper(0, 42);

explain (analyze, buffers, costs off)

execute flipper(0, 42);

38



where skewed = $1
and non_skewed = $2

explain (analyze, buffers, costs off)
execute flipper(0, 42);

explain (analyze, buffers, costs off)

execute flipper(0, 42);

explain (analyze, buffers, costs off)
execute flipper(0, 42);

38



explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,

execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

costs

costs

costs

costs

off)

off)

off)

off)

38



explain (analyze, buffers,

execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

costs

costs

costs

costs

off)

off)

off)

off)

38



explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

explain (analyze, buffers,
execute flipper(0, 42);

costs

costs

costs

costs

off)

off)

off)

off)

38



explain (analyze, buffers, costs off)
execute flipper(0, 42);

explain (analyze, buffers, costs off)
execute flipper(Q, 42);

Index Scan using skewed__flipper on plan_flipper

(actual time=0.106..152.385 rows=10 loops=1)
Index Cond: (skewed = $1)
Filter: (non_skewed = $2)
Rows Removed by Filter: 999990
Buffers: shared hit=10 read=19016
Planning Time: 0.131 ms
Execution Time: 152.418 ms

38



Kak pukcmpoBaTtb custom unm generic
nnaH?

39



Kak pukcmpoBaTtb custom unm generic
nnaH?

e plan_cache_mode=auto, force_custom_plan,
force_generilic_plan

39



Kak pukcmpoBaTtb custom unm generic
nnaH?

e plan_cache_mode=auto, force_custom_plan,

force_generilic_plan
e YOangaem rinwHme nHOeKCol

39



Kak pukcmpoBaTtb custom unm generic
nnaH?

e plan_cache_mode=auto, force_custom_plan,

force_generilic_plan
e Yoangaem rMiniHme nHOeKcol
e [lo6baBngem skewed+0, yTobbl HE UCNONb30BaNICA MHOEKC

39



Mtoro:5+5=10

40



Mtoro:5+5=10

e PgJDBC nepsBblie 5 BbINOTHEHUIN HE UCMOJb3YET SEerver-
prepared

40



Mtoro:5+5=10

e PgJDBC nepsBblie 5 BbINOTHEHUIN HE UCMOJIb3YET Server-
prepared
e PostgreSQL nepBble 5 pa3 aHanNM3npyeT generic vs custom

40



Server-prepared statement
3aBUCUT OT TUINOB
napamMmeTpoB

47



var ps = con.prepareStatement(
"select * from users where name = ?"

);
ps.setString(1, "Oxek");

ResultSet rs = ps.executeQuery();



),
ps.setString(1, "[xek");
ResultSet rs = ps.executeQuery();

ps.setInt(1l, 42);

rs = ps.executeQuery();

42



KTO )Xe Tak npenaet?

43



void setParameterValue(
PreparedStatement ps,
int index,
Object value) {

44



void setParameterValue(
PreparedStatement ps,
int 1ndex,
Object value) {
if (value instanceof String str) {
ps.setString(index, str);

}.
}.

44



void setParameterValue(
PreparedStatement ps,
int index,
Object value) {
if (value instanceof String str) A{
ps.setString(index, str);
} else if (value instanceof Integer int4) A
ps.setInt(index, int4);
}
}

44



VOUOLU sSceLrdi‘dlliceLel"'vd Lue
PreparedStatement ps,
int index,
Object value) {
if (value instanceof String str) {
ps.setString(index, str);
} else if (value instanceof Integer int4) A
ps.setInt(index, int4);
} else {
ps.setNull(index, Types.OTHER);

44



Types.OTHER npuBoanT K Yexapae ¢ Tunamm

void setParameterValue(
PreparedStatement ps,
int index,
Object value) {
if (value instanceof String str) {
ps.setString(index, str);
} else if (value instanceof Integer int4) {
ps.setInt(index, int4);
} else {
ps.setNull(index, Types.OTHER);

44



create table users(
id bigint primary key,
name text

);

45



create table users(
id bigint primary key,
name text

);

insert into users(id, name)
select g.1i, g.1
from generate_series(1l, 100000) as s(x);

45



)

insert into users(id, name)
select g.1, g.1
from generate_series(1l, 100000) as s(x);

prepare s_num(numeric) as

select name
from users
where id = $1;

explain (analyze, buffers, costs off)
execute s_num(42);

45



from users
where id = $1;

explain (analyze, buffers, costs off)
execute s_num(42);

Seq Scan on users
(actual time=0.026..82.212 rows=1 loops=1)
Filter: ((id) ::numeric = '42'::numeric)
Rows Removed by Filter: 999999
Buffers: shared hit=5406
Planning Time: 0.116 ms
Execution Time: 82.228 ms

45



prepare s_num(numeric) as
select name
from users
where id = $1;

Seq Scan on users
(actual time=0.026..82.212 rows=1 loops=1)
Filter: ((id) ::numeric = '42'::numeric)
Rows Removed by Filter: 999999
Buffers: shared hit=5406

Execution Time: 82.228 ms

OT TMNOB 3aBUCUT MNJ1aH BbIMOSIHEHUS

45



[1pun "BHe3anHbIiX" cMeHax Tunos PgJDBC nepecos3gaéer
server-prepared statement

46



OTKyaa )Xe 6paTtb TUNDI
napamMeTpoB?
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OTKyaa )Xe 6paTtb TUNDI
napamMeTpoB?

e [lo-xopoLlueMy, TUrbl HY>XXHO YKa3bliBaTb BHO

47



OTKyaa )Xe 6paTtb TUNDI
napamMeTpoB?

o []o-xopoLlueMy, TUrbl HY>XXHO YKa3bliBaTb BHO
e OcobeHHo YacTo npobnemaHa nuLL

47



OTKyaa )Xe 6paTtb TUNDI
napamMeTpoB?

e [lo-xopoLlueMy, TUrbl HY>XXHO YKa3bliBaTb BHO

e OcobeHHo YacTo npobnemMaHa nuLL

e /I[HOrga MoXXHO cnpocuTb y 6a3bl:
PreparedStatement.getParameterMetaData()

47



select name from users where 1id = ?;



select name from users where 1id = ?;

select abs(?);



select name from users where id = ?;
select abs(?); -- int4? double?

select ?2; - :)



PreparedStatement.getParameterMetaData()

VARS)



PreparedStatement.getParameterMetaData()

e OBbIYHO MOXXET BEPHYTb TUMbI MapaMepoB

VARS)



PreparedStatement.getParameterMetaData()

e OBbIYHO MOXXET BEPHYTb TUMbI MapaMepoB
e TnNbl MOryT 3aBUCETb OT YK€ YCTAHOBJIEHHbIX MapaMeTPOB

VARS)



PreparedStatement.getParameterMetaData()

e OBbIYHO MOXXET BEPHYTb TUMbI MapaMepoB
e TNbl MOryT 3aBUCETDb OT YK€ YCTAHOBJIEHHbIX MapaMeTpPOB

e PgJDBC cenvac He kawmnpyet parameterMetadata
o https://github.com/pgjdbc/pgjdbc/issues/621

VARS)


https://github.com/pgjdbc/pgjdbc/issues/621

PreparedStatement.getParameterMetaData()

e OBbIYHO MOXXET BEPHYTb TUMbI MapaMepoB
e TNbl MOryT 3aBUCETDb OT YK€ YCTAHOBJIEHHbIX MapaMeTpPOB

e PgJDBC cenvac He kawmnpyet parameterMetadata
o https://github.com/pgjdbc/pgjdbc/issues/621
e Spring BbI3biBaeT getParameterMetabData onga kaxporo

Hemn3BecTHoro null

VARS)


https://github.com/pgjdbc/pgjdbc/issues/621

Timestamp

10



Timestamp

e Jjava.sql.Date

10



Timestamp

e Java.sql.Date
e Java.sql.Timestamp

10



Timestamp

e Jjava.sql.Date
e Java.sgl.Timestamp
e setTimestamp(...), setTimestamp(...)

10



Timestamp

e Jjava.sql.Date

e Java.sgl.Timestamp

e setTimestamp(...), setTimestamp(...)

e DT MeToabl 04eHb nsioxo nogxonat ong Local
timestamp (6e3 yacoBoro nosca)

10



Timestamp

e Jjava.sql.Date

e Java.sgl.Timestamp

e setTimestamp(...), setTimestamp(...)

e DTN MeTOoabl oueHb rnsioxo nogxoaqar angd Local
timestamp (6e3 yacoBoro nosca)

e Hanpumep, HenoHATHO YTo XoTaT oT setTimestamp:
date, timestamp, ...

10



Timestamp: pekoMeHgauunu

51



Timestamp: pekoMeHgauunu

e Java.time.LocalDate: nata 6e3 BpemeHu 1 6e3
4aCOBOrro Nosca

51



Timestamp: pekoMeHgauunu

e Java.time.LocalDate: pata 6e3 BpemMeHu n 6e3
4aCOBOro Mosica

e Java.time.LocalDateTime: pata co BpeMeHeM, 6e3
4acOBOIo nosca
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Timestamp: pekoMeHgauunu

e Java.time.LocalDate: pata 6e3 BpemMeHu n 6e3
4aCOBOro Mosica

e Java.time.LocalDateTime: pata co BpeMeHeM, 6e3
4acOBOIo nosca

e Java.time.0ffsetDateTime: "MoMeHT BO BpemMeHN"

51



Timestamp: pekoMeHgauunu

e Java.time.LocalDate: pata 6e3 BpemMeHu n 6e3
4aCOBOro Mosica

e Java.time.LocalDateTime: pata co BpeMeHeM, 6e3
4acOBOIo nosca

e Java.time.0ffsetDateTime: "MoMeHT BO BpemMeHN"

e [1pn nony4yeHnn ykasbiBaeM XefaeMbin TUM:
rs.getObject(1l, OffsetDateTime.class)

51



LALLVITI HIOTI L

var ps = con.prepareStatement(...);

for(...) {
ps.setInt(1, ...);

ps.setString(2, ...);
ps.addBatch();

}.

ps.executeBatch();



LALLVITI HIOTI L

ps.setInt(l, ...);
ps.setString(2, ...);
ps.addBatch();

1

ps.executeBatch();

// Ha cepsBep oTnpaBuTcs

PARSE

52



LALLVITI HIOTI L

ps.executeBatch();

// Ha cepBep oTnpaBuTcH

PARSE

BIND
EXEC
BIND
EXEC

52



LALLVITI HIOTI L

PARSE
BIND

BIND

SYNC &= TYyT Mbl XOEM OTBeTa OT b6a3bl

52



LALLVITI HIOTI L

SYNC 4= TyT Mbl XOEM OTBETa OT b6a3bl

// 06pabaThiBaeM oTBETH cepBepa,

// U oTnpasnseM crneoywuyn nayxky OaHHbIX
BIND

EXEC

BIND

EXEC

SYNC &= TYyT Mbl XOEM OTBeTa OT b6a3bl

52



Ina cHMKeHnsa HaKnagHbIX pacxoaos
Ha bind, exec npugymann
rellriteBatchedInserts

53



insert into users(id, mame) values(?, ?);

54



users(id, mame)
// rellriteBatchedInserts =

insert into users(id, mame)
values (?, ?), (?, ?);

(2,

54



insert into users(id, mame) values(?, ?);
// rellriteBatchedInserts =

insert into users(id, mame)
values (?, ?), (2, ?);

insert into users(id, mame)
values (2, ?), (2, 2), (2, ), (2, 2);

54



insert into users(id, mame) values(?, ?);
// rellriteBatchedInserts =

insert into users(id, mame)
values (?, ?), (?, ?);

insert into users(id, mame)
values (2, ?), (2, ?2), (2, ), (2, ?);

54



// Celdac
insert into users(id, mame)
values (?, ?), (?, ?),

(2, 2,

(?, ?);

55



// Celiyac
users(id, mame)

2, ?2), (2, ?2), (2, ?),

// YcnbiwaHo Ha pgconf 2024:
insert into users(id, mame)
select unnest(?), unnest(?);

(2, 2);

55



users(id, mame)

(2, 2), (2, 2), (2, 2), (2, ?);
// YcnbiwaHo Ha pgconf 2024:
users(id, mame)

unnest(?), unnest(?);

// Ho ecTb npob6rsieMHble 3arpocsl
insert into users(id, mame)

values (? + ?, DEFAULT);

https://github.com/pgjdbc/pgjdbc/issues/3195

55



OutOfMemory npu Bbi6bopkKe

56



ResultSet rs = ps.executeQuery();
while (rs.next()) {

//
}

57



// BbinonHsem 3anpoc
ResultSet rs = ps.executeQuery();
// Tonyyaem pe3ynbTaTh
(rs.next()) {
//
}.

57



B PG ecTb BO3MO)XHOCTb BbloMpaTb AaHHble MOCTENneHHOo

// BeinonHaem 3anpoc
ResultSet rs = ps.executeQuery();
while (rs.next()) {
//
}

57



Ho nocne commit server-side statement npeBpailaercs
B TbIKBY

// BeinonHaem 3anpoc
ResultSet rs = ps.executeQuery();
while (rs.next()) {
//
}

57



Mo ymonyauuio B JDBC autoCommit=true

// [de cpaboTaeT autocommit?
ResultSet rs = ps.executeQuery();
(rs.next()) {
//
}

57



Mo ymonyauuio B JDBC autoCommit=true

// [de cpaboTaeT autocommit?
// B momeHT .executeQuery?
ResultSet rs = ps.executeQuery();
(rs.next()) A{
//
}

// Mpu 3akpbiTuu statement?

57



// Celiyac autocommit cpaboTaeT npu executeQuery.
ResultSet rs = ps.executeQuery();
(rs.next()) {
//
}

57



// Celiyac autocommit cpaboTaeT npu executeQuery.
// Mo cneyugukayuu — nocne 3aBeplueHUs Bbl6OPKU.
ResultSet rs = ps.executeQuery();
(rs.next()) {
//
}.

57



Bbibupaem 60onbLLOE KOJIMYECTBO
CTPOK

58



Bbibupaem 60onbLLOE KOJIMYECTBO
CTPOK

o OTKNMovyaem autoCommit

58



Bbibupaem 60onbLLOE KOJIMYECTBO
CTPOK

e Otkntovyaem autoCommit
e Yka3biBaeM ps.setFetchSize(... ),
rs.setFetchSize(..)
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Bbibupaem 60onbLLOE KOJIMYECTBO
CTPOK

e OTkoyaem autoCommit

e Yka3biBaeM ps.setFetchSize(... ),
rs.setFetchSize(..)

e MoXkHo yka3sbiBaTb HacTpoinky defaultRowFetchSize
(42.3+) Ha ypoOBHE coeaNHEHUS

58



Bbibupaem 60onbLLOE KOJIMYECTBO
CTPOK

e OTkntovyaem autoCommit

e Yka3biBaeM ps.setFetchSize(... ),
rs.setFetchSize(..)

e MoXkHo yka3biBaTb HacTpoinky defaultRowFetchSize

(42.3+) Ha ypoOBHE coeaNHEHUS
e MoXxHo yka3aTb adaptiveFetch=true (42.3+) u

apanBep bygeT aganTMpoBaTb KOIMYECTBO BbIOUpPaEMbIX
CTPOK

58



BbiBOabI

e ObHOBNANTE pgjdbc

59



BbiBOabI

e ObHOBNANTE pgjdbc
o AKTUBMPYUTE HOBblE dNYn (6e3 SMSI!)
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BbiBOabI

o ObHOBNANTE pgjdbc
o AKTUBMPYUTE HOBblE dNyn (6e3 SMSI)

e /Icnonb3ymute preparelThreshold = 0
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BbiBOabI

e ObHOBNANTE pgjdbc
o AKTUBMPYUTE HOBblE dNyn (6e3 SMSI!)

e /Icnonb3yute preparelThreshold = 0
o [lenntech naeamMmm — BMecTe Mbl CUMIbHee

59



Bnagnmmp CUTHUKOB

Performance engineer
Pgjdbc, JMeter committer

YneH nporpaMmMHbIX KOMMUTETOB
JPoint, Joker, Heisenbug, DevOops,

SmartData
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